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Why Wolfpack

Established 
2011

Trust 
& Integrity

Experienced 

Team 

600+ 
Projects 

Completed

Alert Africa
Community

LE

VEL 2 BBBEE (56
% black female designated group owned)

PROUDLY SOUTH AFRICAN

A Specialist Cybersecurity, Privacy & Resilience Company 
Providing Solutions to:

• Countries – National Security

• Companies – Organisational Risk 

• Communities – Personal Safety
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One of the Cornerstones of GRC - Knowing Your 
Business and the Risks You Face 

The core drivers and key interdependencies of a Governance, Risk, and Compliance 
(GRC) strategy are corporate governance policies, procedures, standards, guides, 
as well as regulatory and company compliance. Risk management serving as one of 
the cornerstones of GRC, ensures that the key interdependencies work together 
in an integrated manner through effective controls and control objectives.

The Wolfpack Advisory portfolio offers a bouquet of services that complement one 
another as part of a broader governance, risk and compliance offering that allows 
seamless integration with the other service divisions that Wolfpack operates. 

GRC -  The centre of strategy, risk and performance.

GRC
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Wolfpack Advisory Services

Wolfpack
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1. Governance, Risk Management and 
Compliance

Governance and Risk Management Services: Enhancing IT governance, 
enterprise and IT risk management processes with strategies, effective policy 
management, operations, and risk management processes.

Audit and Assessment Services: Managing and performing audits and 
assessments related to IT governance, regulatory policies compliance, information 
security, third-party control and governance, and provision of external audit 
support when required.

Data Privacy Services: Strengthening and assisting to build robust and reliable 
services in  data-sensitive environments with the help of inventory and data flow 
mapping, privacy program implementation, impact assessments, regulation 
analysis, and incident management.

GRC Platform Implementation and Support Services: Increase management 
visibility with our GRC Framework through its implementation, integration, and 
monitoring capabilities.

Step 2.3:  Apply Integrated GRC Framework and Thinking
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2. ISO Certification Assistance

• Wolfpack is a proud member of the British Standard Institution (BSI) Associate 
Consultant Programme (ACP) for the delivery of the ISO 27001, 27701 and 
22301 standards.

• Wolfpack partners with the BSI Group, which provides specialised ISO 27001 
training and conducts external audits.

• Through this association, we offer ISO 27001, 27701 and ISO 22301 Certification 
Readiness Audits, guidance, and advice in support of our Cybersecurity, Privacy 
and Resilience (CPR) Consulting offering.
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3. Privacy and Data Protection

We offer the following services for privacy and data protection: 

• POPIA and GDPR consulting service, we help to implement the policies and 
procedures required for complying with the regulatory requirements.

• POPIA and GDPR gap and readiness assessments for clients wanting to know 
where they are in their compliance journey.

• Data mapping, data classification, and data inventory consulting and advisory.

• Through our software partner PrivIQ we provide POPIA software platform 
setup, training and implementation.

POPIA
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4. Executive, Business and  
Operational Management

Through our strategic, operational, and tactical planning assistance, we can assist 
and put in place a plan that will efficiently coordinate response to any emergency 
regardless of size, scope, or complexity.

The strategic, operational, and tactical plans are all aligned courses of action that 
are intended to achieve the goals and objectives.

• In the context of the organisation, the plan includes: 

• The strategic plan with statements on vision, mission, core values, and 
strategic goals/objectives. 

• The operational plan with the action plans to achieve the strategic goals/
objectives.

• The tactical plan with the action plans to achieve the operational goals/
objectives.

Strategic

Tactical

Operational

Policy, objectives, and overall guidance 
address  the “Who and the Why”

Roles and responsibilities, tasks, 
integration, and actions to address the 

“How and the Where” 

Personnel, equipment, and 
resource management to  

“Focus on the What”
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5. Cybersecurity, Privacy and Resilience (CPR) 
Consulting 

Risk 
Management 
& Execution

Business 
Engagement

4.

5.

2.

3.
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Privacy and 
Resilience (CPR) 
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the Gap” Strategy & 

Transformation 
Programme

1. Determine 
External & Internal 

Influencers

1.

Wolfpack has created a battle-tested 5 step process that provides an approach 
to begin or improve your integrated Cybersecurity, Privacy and Resilience (CPR) 
journey.

A central starting phase is to determine the external and internal requirements 
that will influence what the organisation sees as the main call to action points and 
the priority assigned to address them. These are again broadly broken up into 
those that either present a risk or an opportunity to the organisation.

There are then two additional phases when rolling out the CPR methodology. The 
next is the Business Engagement phase which has two steps, namely:

• Step one is where the leadership team helps define the crown jewel assets 
typically vital to running the organisation.

• The second step is to understand which stakeholders are accountable for 
CPR.

The second phase is the risk management and programme execution phase, which 
also consists of two steps, namely:

• Step 3 outlines the steps to conduct a CPR assessment to determine the 
maturity of the organisation’s controls.

• After analysing the results of the previous three phases, the final step is 
to develop a close-the-gap strategy and approve a CPR transformation 
programme.
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6. Third-Party Vendor Risk

How we manage third-party risk throughout the vendor lifecycle:

Discovery - Risk Intelligence - pre-screening, market research, background checks.

Selection - Involve cross-functional team (procurement, legal, audit, compliance, 
IT, Security, business process owners, due diligence information-gathering, 
establish a  baseline and  third-party cybersecurity, privacy and resilience (CPR) 
requirements.

Contract Management - Review and update vendor agreements to align to CPR 
requirements and assign risk identification and evaluation tasks to control owners.

Risk Analysis - Apply vendor dependency criteria, risk classification, vendor spend, 
and other relevant metrics to establish vendor tiering categories and determine 
CPR requirements per tier.

Performance Measurement - Develop vendor-specific KPIs, scorecards, and 
benchmarking metrics to measure performance and adherence to contractual 
requirements and determine remediation steps / possible assistance to third 
parties.

Performance Monitoring - Ongoing vendor risk and score, performance, 
proactive mitigation of issues, validation of compliance, and fulfilment of terms.

Auditing and Assessments – Initial and Ongoing Utilise risk-driven vendor audit 
programs conducted periodically to reduce risk and drive compliance.

Decommission – Terminate relationship and exercise applicable clauses.

Third-Party Vendor Attacks
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7. Security and Resilience

ISO 22301 – Security and Resilience, Business Continuity Management Systems –
Requirements  (BCMS)  were developed for use in all organisations concerned 
with the ability to maintain business operations through preparation to face any 
disruption of operations and prevent meeting objectives.

We can assist in carrying out ISO 22301 readiness assessment that can act as a 
blueprint for the implementation journey.

Should a client want to go ahead and implement a BCMS, we are able to assist 
with managing a project plan structured around the different steps required to 
implement the system, as well as the 14 mandatory documents required to fulfil 
the requirements of the BCMS.

We are also able to assist with ISO 22301 pre-certification preparation as well as 
pre-certification readiness audits.
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8. Strategy, Roadmap and  
Programme Management
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Contact Us
We look forward to partnering with you

Building 1, Pendoring Office Park, 
299 Pendoring Road, Northcliff, 
South Africa. 

South Africa – Gauteng, Kwazulu-Natal & Western Cape
Saudi Arabia - Riyadh 

info@wolfpackrisk.com

https://www.wolfpackrisk.com  

(+27) 11 794 7322

Operating in: 

Head Office: 


